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Innovative Technology

What is the difference between the Internet 

of Things and Artificial Intelligence?



Accepting Donations via Cryptocurrency

Bitcoins

Litecoins

Peercoins

Namecoins

Ethereum

Monero

Innovative Technology



Innovative Technology



Innovative Technology

CRM Integration - what is CRM?

Constituent Relationship Management (CRM) software



Innovative Technology



DATA BREACH

DATA SECURITY



Data Breaches



How many records does your company 

store?

According to IBM Security, the average 

breach will cost you $148 per record.
$148 per lost or stolen record

Data Breaches



Data Breaches

Reasons small nonprofits may be especially targeted

 Utilize volunteers rather than paid professional staff

 Lack resources to implement and 

maintain best security practices

 Think they are completely covered after 

using an online payment system to protect 

credit card information

 Volunteers transfer data from a secure 

database to an unsecure spreadsheet

 Use unsecure email



Data In The Cloud

What is the Cloud?

Does anyone here have their IT 

resources in the Cloud?

What is the fundamental 

difference between a traditional 

IT department and the Cloud?



Data In The Cloud

IT Models

 Completely in-house

 IT managed assistance

 Vendor hosted core application

 Partial cloud

 Complete cloud



Data In The Cloud

Reduced cost is a major advantage 

 Fewer IT employees

 Less replacement cost
 Fewer IT devices

 Fewer backup IT devices

 Less cost to spin up a 
new virtual server

 Less IT training cost



EMPLOYEE 
INTEGRATION
GREATEST ASSET

GREATEST SECURITY LIABILITY



Password Security

Which is the strongest password?

D0g.................... 

PrXyc.N(n4k77#L!eVdAfp9



Password Security

What is password Entropy?

Entropy - The randomness and 

unpredictability of data.



Password Security

What is password Padding?

A password doesn't need to have “complex length”, because 

“simple length” is just as unknown to the attacker and must 

be searched for, just the same.

“Simple length”, which is easily created by padding an easily 

memorized password with equally easy to remember (and 

enter) padding creates unbreakable passwords that are 

also easy to use.

D0g……………….



Mobile Devices

Wipe the phone

Lock the phone

View on map

Remote control alarm

Camera

Text to speech

Mobile device management features

Antivirus



Mobile Devices

https://preyproject.com/

We take our devices everywhere. Which means 

we might leave them anywhere.

https://www.apple.com/icloud/find-my-iphone/

https://www.lookout.com/

https://www.androidlost.com/

https://www.cerberusapp.com/



Mobile Devices

Is anyone familiar with the term “jailbreaking” as it 

relates to iPhone? What is it?

Jailbreaking is the process of freeing your device from 

the limitations that are imposed by Apple.

Why do people jailbreak their device?

To get free aps from places such as Cydia.

Voiding your warranty.

What are the disadvantages?

Makes it more susceptible to malware

KeyRaider and YiSpector.



If you believe you may have been a victim of Facebook’s 

latest data breach, you may have a legal claim.

Facebook has acknowledged a security incident that has 

compromised approximately 50 million users’ personal 

data in late September, 2018.



If you also found yourself logged out of Facebook 2 

weeks ago, you are not alone.

Facebook forced more than 90 million users to log out 

and back into their accounts in response to a massive 

data breach.

Believed to 

be the most 

significant 

security 

blunder in 

Facebook's 

history.



Controls



NSA

How did a 29-year-old contractor gain access to what 

should have been highly compartmentalized 

information?

Could something similar happen in your 

organization?

How could it be 

prevented?



Controls



Phishing

What – Did you receive an unexpected email?
Where – Did it come from an unusual URL (boris.ru)?
When - Was the email sent at an unusual time?
Why - Were you expecting an email from the sender?
Who - Do you know the sender?
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Vishing

What is vishing?
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https://transparencyreport.google.com/safe-browsing



Safe Browsing



CYBER-SECURITY

BASIC IT 
CONTROLS



Controls



Data Backup



Controls



Data Protection

Do you allow employees or volunteers to 

export donor privacy information?

Do you allow employees or volunteers to 

use flash drives?

Do you use secure encrypted email?



Controls



Do you have an incident response plan?

You'll save more than

$340,000 per breach

if you do.

Incident Response
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