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1. Understanding The Psychology Behind 
Fraud 

2. How Does Financial Fraud Occur
3. Evaluating and Responding to the Risk of 

Fraud in Your Organization 
(Good/Better/Best Approach)

4. Examples from Real Life Fraud Cases

Learning Objectives



What’s your interpretation?

The Law A suggestion

Depends on 
the situation

Just another 
road sign



UNDERSTANDING        
THE PERPETRATOR



Understanding the Perpetrator

Employee Manager Owner/
Executive

Other

44%
34%

19% 3%

$50,000

$150,000

$850,000

$189,000

Age
• 38% of fraudsters were between the age 

of 36 and 45 years old
• Largest median costs were caused by 

individuals 56 years of age and older

Gender
• 69% of perpetrators are male and incur a 

median loss of $156,000
• 31% are female with a median loss of 

$89,000

Criminal Background
• 89% are first-time offenders
• Only 4% had been convicted of a fraud-

related offense

Role of Fraudster

Tenure
• 44% of fraudsters were 

employed 1 to 5 years





Perpetrator Behavioral Red Flags

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

Social isolation

Complained about inadequate pay

Addiction problems

Irritabiity, suspiciousness, or defensiveness

"Wheeler-dealer" attitude

Divorce/family problems

Control issues- unwillingness to share duties

No behavioral red flags

Unusually close association with vendor/customer

Financial difficulties

Living beyond means

7%

9%

10%

12%

13%

14%

15%

15%

20%

29%

41%





HOW DOES 
FINANCIAL FRAUD 
OCCUR?



How Does Fraud Occur?

FRAUD
TRIANGLE

INCENTIVE RATIONALIZATION

OPPORTUNITY

Perceived ability to commit fraud



• Cash Receipts
• Disbursements – Accounts Payables
• Disbursements – Payroll
• Disbursements – T&E
• Financials Statements
• Bonus/Incentive Plans

Common Occupational Fraud Schemes



TRIVIA

QUESTION #1



According to the 2018 Report to the Nations on 
Occupational Fraud and Abuse what was the most 
common way for asset misappropriation schemes to be 
discovered?

A. By Accident
B. External Audit (audit by CPA)
C. Management Review
D. Tip

Trivia Question #1



How is Fraud Discovered?

0% 5% 10% 15% 20% 25% 30% 35% 40%

Confession

IT Controls

Notified by Law Enforcement

Surveillance/Monitoring

External Audit

Document Examination

Account Reconciliation

Other

By Accident

Management Review

Internal Audit

Tip
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High Level Fraud Fighting

Implement 
these 4 and 

fraud is 
detected 

twice as fast!

JOB 
ROTATION

MANDATORY 
VACATIONS

SURPRISE 
AUDITS

WHISTLEBLOWER 
PROGRAM



TRIVIA

QUESTION #2



According to the 2018 Report to the Nations on 
Occupational Fraud and Abuse, what was the preferred 
method used by whistleblowers to report fraud?

A. Email
B. Telephone Hotline
C. Web-based Online Form
D. Mailed Letter/Form

Trivia Question #2



Whistleblower Reporting
2018 Report to the Nations on 
Occupational Fraud and Abuse:

Telephone 
Hotline: 42%

Email: 26% Web-based/ 
online form: 23%

Mailed 
letter/form: 16%

Other: 9% Fax: 1%



EVALUATING AND 
RESPONDING TO THE RISK 
OF FRAUD IN YOUR 
ORGANIZATION



3 Step Response 

1. Deterrence & prevention
2. Early detection
3. Effective handling

Responding to the Risk of Fraud



Inventory your “Current State”

Brainstorming

• Complete a fraud risk 
inventory

• Involve key process 
holders

• Consider high impact 
areas first

• Consider controls 
already in place

Define FRAUD 

• Are your policies and 
handbooks up to 
date?

• Be specific to avoid 
interpretation (speed 
limit)

Agree on your 
Culture

• Does your “tone at the 
top” to support your 
policies?

• Are employees trained 
on policies?

• Does everyone agree 
on fraud response?



Tone at the Top
• Document your expectations

• Set a good example 

• Follow through with 
penalties if fraud or 
misconduct is detected

• Recognize that it can happen 
to you

Education
• Provide confidential 

reporting mechanisms

• Focus on manual 
transactions or items 
outside of the normal 
business process

• Educate employees 
about common fraud 
schemes

Policies
• Code of Ethics / Conduct
• Fraud 
• Nepotism
• Social Media / BYOD / Confidentiality
• Third-party services

Making it Part of Your Culture



Using the Good/Better/Best Method

Good
• Basic internal controls do exist (either as primary control or in 

mitigating controls)

Better
• “Good” plus there is documentation of policies and training for the 

team on those policies

Best
• “Better” plus monitoring becomes part of your process.  People learn 

to do the right thing and Internal Control becomes “top of mind”



Internal Controls – Cash Receipts

Good
• Proper segregation of duties exist between cash receipts, invoicing 

and financial reporting

Better
• “Good” plus SOP (Standard Operating Procedures) documented and 

employees are cross trained

Best
• “Better” plus mandatory vacation policy is in place and followed





Internal Controls – Accounts Payable

Good
• Limited access to vendor setup and proper segregation of duties 

exist over Accounts Payable activities

Better

• “Good” plus payments made in accordance with payment authority 
matrix and only independent vendors set up (no commingling of 
personal)

Best
• “Better” plus periodic independent review of vendors and payments, 

including proof of performance. Correlations made to GL postings.





Best Practices – Code of Ethics/Conduct

Good
• Code of ethics/conduct, including fraud policy, exists and is up to 

date

Better

• Code of ethics/conduct and fraud policy are followed and reviewed 
annually by all management employees. Code is benchmarked 
against best in class for quality.

Best

• Code of ethics/conduct and fraud policy are reviewed annually by all 
employees and reinforced through interactive scenario based 
training to gauge the employees’ understanding 



• Involve the Board of Directors
• Involve the Executive Director and Senior Management
• Get program staff involved in budgeting and monthly 

budget to actual reviews
• Consider the use of an outside service provider
• Use smoke & mirrors

Too Small for Good Internal Controls?



• Incorporate social engineering testing and/or more 
advanced employee screening in hiring 

• Consider internal audit function or surprise audits for 
high risk areas

• Implement Fraud Hotline
• Maximize IT system audit trails and triggers 

Larger Organization?



• Reporting mechanism
• Investigation (who?)
• Loss recovery –
• Correct the control weaknesses
• Report to external authorities (approx. 40%)
• Have a plan to handle publicity
• Develop a plan to handle morale and other HR 

concerns

Found Fraud? Now What?

Begin with the end in mind“ ”



• Do you have an effective and involved audit/finance committee?

• Do you have a code of ethics?

• Do you have a fraud policy?

• Do you have effective internal controls?

• Are the internal controls functioning as designed?

• Do you have audited financial statements?

• Do you have whistleblower procedures in place?

• Do you have a record retention/document destruction policy?

• Do board/committee minutes adequately document proceedings/approvals?

• What related party transactions occur and are they appropriately 
documented and approved?

Fraud Prevention –
Questions to Consider



REAL LIFE           
FRAUD CASES



REVIEW OF PAYROLL DOCUMENTS:

• Skyline Medical paystub
• Flawless F/B paystub
• ANC Company paystub

Do these documents look authentic or fake?
Why?

Demonstration – Identifying 
Fraudulent Documents









REVIEW OF AP DOCUMENTS:

• Scholarship Money Orders
• Ohio Department of Taxation payment
• NBT Solutions invoice

Do these documents look authentic or fake?
Why?

Demonstration – Identifying 
Fraudulent Documents





https://www.washingtoncitypaper.com/
news/loose-lips/blog/13133097/more-
fun-with-money-orders

https://www.washingtoncitypaper.com/news/loose-lips/blog/13133097/more-fun-with-money-orders










INDICATIONS OF FRAUD:

• Poor alignment
• Use of similar wording and phrases
• Numbers that don’t match
• Improper business language
• Overall “unprofessional” appearance
• Nonsensical titles, addresses or names
• Addresses that don’t make sense
• Handwritten notes on printed checks

The key is to know what the document SHOULD look like, so you can 
identify irregularities.

Demonstration – Identifying Fraudulent Documents



FOCUSED.
ON YOU.

BETHANY NOVIS, CPA/ABV, CVA, CFE 
bnovis@rklcpa.com | RKLcpa.com

JEREMY WITMER, CPA, CVA, CFE 
jwitmer@rklcpa.com | RKLcpa.com
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